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Cyber is 
POLICY

Cyber is 
TECHNOLOGY

● Should we put this online?
● Run it ourselves or ‘as a 

service’?
● Do we need a Security 

Operation Center?
● Are we compliant?
● Do we run a red/blue team?
● “What is an acceptable level 

of risk” 🤡

● Create and choose secure 
software

● Configuring minimum 
permissions

● Switch off as much as 
possible

● Monitoring, monitoring, 
MONITORING

● Work on the reality that is 
crap software

● Try to stop management 
from doing stupid things

https://emojipedia.org/clown-face






So, where are we?









One apparent target is 
information relating to lawful 
federal requests for 
wiretaps, according to U.S. 
officials. “There is some 
indication [the lawful 
intercept system] was 
targeted,” the security official 
said. But the hackers’ access 
was broader and may have 
included more general 
internet traffic coursing 
through the providers’ 
systems, they said.
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We see >100 major fixes/week

These issues had been there for years

Not anywhere near done, we get 100 new 
problems/week
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nasty-hacker@example.comOnce more!

Click!
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Palo Alto Networks: Leader in Cybersecurity Protection

 by Zach Hanley | Oct 9, 2024 | Attack Blogs, Attack Research, Disclosures

https://www.horizon3.ai/author/zhanley/
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We counter this 
with the 

anti-phishing 
training



"Unfortunately we have fallen prey 
to the myth of techno 
exceptionalism. We don't have a 
cyber security problem – we 
have a software quality problem. 
We don't need more security 
products – we need more secure 
products."

Jen Easterly, Director of the US 
Cybersecurity and Infrastructure 
Security Agency



Let’s head to the cloud 
then?















Computer security is pants. 
And if you outsource your 
systems, your security will 
be pants somewhere else. 
Except now easier to 
ignore.



Confidentiality
Integrity
Availability

Not just about our privacy.





https://www.cisa.gov/water
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You can 
still resist..



How did we get here?

● Amateur hour
● For dangerous chemicals, industrial plants, power plants, we’ve developed rules 

and legislation
○ Over the centuries
○ Pre-Titanic, everyone could just design a ship

● We’ve moved to computers faster than we could craft rules
○ And we’re still not ready

● Security is not something that gets you a promotion
○ Best you can achieve is “not fail dramatically”

● Boards of directors in The Netherlands and Europe are mostly devoid of technical 
knowledge

● Boards therefore prefer to outsource

● NEW: Legislation like NIS2 directive (NCSC), CRA (RDI), DORA, PLD…





ISO 27001

ITIL

PCI-DSS

AVG/GDPR

PHISHING 
TRAINING

CISO

SOC 2

COBIT

NIS1













No one really knows who 
these attackers are, and 
we also barely look into 
that. Sometimes the 
attacker is you, by the 
way.







What still works, and will always work

● Software you don’t run also won’t get hacked
○ Turn off old stuff
○ Before starting something new, do you really need to?

● Stop using hardware/software that keeps being in the news
● Data you don’t have doesn’t get stolen

○ Don’t gather it, don’t retain it
● Partners you don’t have also don’t get hacked

○ Do you really need all that stuff tracking you?
● Permanent winners:

○ Update PRONTO
○ Two-factor auth everywhere
○ Monitor, monitor, monitor

● Do not rely on fancy software/services for your security!



Summarising

● The state of IT security is super bad
○ Yet accepted
○ We can’t practically secure anything anymore

● More and more dangerous/vital technology moving to normal computers
○ Which we then outsource

● The current compliance driven policies are not going to solve this
○ Nor is additional security software
○ We need better software

● Best practices continue to work
● Good luck!
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